MODULE 1

SECTION 1:
TWO-FACTOR AUTHENTICATION
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Two-Factor Authentication Overview

* Two-factor authentication is a security feature that adds a second layer of
security to the user authentication process through approval on your mobile .
phone Authenticator

* Each time you login to COVax,,, you will need your mobile device on hand to
approve the login.

* COVaxg, accounts time out after 30 minutes of inactivity. However, iPad
configuration settings may be set to log out before 30 minutes, and this will
exit your Salesforce Account. This can manually be changed on the individual
iPads or the service desk can be contacted.

If you have previously logged into and authenticated
Salesforce, and are now logging into a new
environment for the first time, proceed to step 18
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Set Up Your Profile in COVaxg, system

Complete the following steps to set up the Salesforce account

O onthe provided iPad (or ahead of time on a desktop computer), 0 Using the search bar, enter the URL of your email provider (i.e.

open the Safari, Google Chrome of Microsoft Edge application. Gmail, UHN, Outlook, etc).
Note: Any of these 3 browsers are recommended to access
COVax,,, @ Log into your email account.

Ih
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Set Up Your Profile in COVaxg, System

Complete the following steps to set up the Salesforce account

©® You will have one of the following emails from
support@jp.salesforce.com. Click on the link in the red box.

If you received the below email, click right on
“Verify Account”

Welcome to Salesforce!

Click beloy

0 verify your account.

erify Account

To easily log in 1 save this URL

https://mohcontacttracing-—mohsitl.my.salesforce.com

Agal

If you received the below email, click on the link.

[External] Sandbox: Finish resetting your Salesforce password

lesforce com

‘ / h Dmohvaxuat. my.salesforce com_-3Fe-30ryviYTa-SFlsEGsXOkdVimaOmiLy
FRbV7X3oh . 1pr6s snX2b61 nYBLS2N, gBSRGHIYOIQ2dHIBucBNbPAOMecUIVABS hiIMbW gxdcExalya2s2acMony4gT 197
tPaSLOTPwploPellgD? 10 JACA0 B c=elGisITIXP_y-DLLXOUEHXIVUBAOH UKl NKDIVUBr=1yhkOvHp-g K UgdscZ1nkFS3uC-ra_Yiazl77ex0Tvok Vb 3iaMFleSivHTuK-

If you didn't ask for your password to be reset, contact your Salesfarce administrator: sndrew.mcmorland @ accenture.con

A new Safari window will open. You will see the
“Acceptable Use Policy”. Scroll down to read
through the policy. To agree to the terms, click the
“Finish” button at the bottom.

salesforce

ellen.c hall@accenture.com mohvaxuat Log Out

ACCEPTABLE USE POLICY

1. Definitions

Confidential Information" means any business or technical

information which is proprietary to the Ministry, whether it is

received, accessed or viewed by the recipient in w

ng,
visually, electronically or orally. Confidential Information
shall include, without limitation, technical information,
business plans, databases, specifications, prototypes,

sketches, specifications, software (source and cbject codes).

End User” or “you" or "your’ means you, the individual
who has signed into the Solution, and who has been
authorized by your User Organization to access and use the

Solution.

Nothing in this Policy or yot s to the Solution will

acc

inf

transfer any right, title

in or to Solution to you

including any intellectual property rights
Any failure by the Ministry to enforce any part of this Policy

shall not constitute waiver by the Ministry of any right to do

so at any time. If any provision of this Policy is found to be

invalid or unenforceable, then that provision will be enforced

isions will

to the extent permissible, and all other pi

remain in full force an

Acceptance

By selecting the ‘Finish' button you are acknow

you have read, understood, accept and will comply with the

B 2020 salesforce.com, inc. All rights reserved

terms of use set out above.
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Set Up Your Profile in COVaxg, system

Complete the following steps to set up the Salesforce account

© You will be directed to this screen. Do not exit this
window. You will see a screen asking for a two-
word phrase. Leave this window open, set the
iPad aside and grab your mobile phone.

&

Connect Salesforce Authenticator

© On your mobile phone, open either Google Play
(for Android or Pixel) or the Apple App Store (for

iPhone) .
m

© Using the search bar, type in

“Salesforce Authenticator”.

© Click on the title “Salesforce Authenticator’ and download
the app.
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Set Up Your Profile in COVaxg, system

Complete the following steps to set up the Salesforce account

O sclect “Get”. You may have to (10 Allow this application to send o Click “Skip Tour” at the top 12/ Enter your mobile number using
enter your Play Store / App Store notifications? Select “Allow” right corner the keypad. Click “Send” to have
credentials here Salesforce send you an SMS

message

5 o]
11:02 AM 11 Enter Your Mobile Number

Skip Tour
We'll text you a link to verify your number.
Welcome to Verifying your number starts a backup of your

Salesforce Authenticator accounts or restores accounts from an existing

Salesforce
Authenticator

*
& 330522
-0

“Authenticator 'ould Like to

*On your mobile phone, open the
Salesforce Authenticator app.
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Set Up Your Profile in COVaxg, system

Complete the following steps to set up the Salesforce account

@® Wait to receive an automated SMS message from Salesforce.

Once you have received the SMS message, open the message. Click
che link that is provided to connect your app with your Salesforce
account.

776-836
Ready 10 verify your mobile number in the Salesforce
Authenticator app? SalesforceAuthenticator://verify-...

When you get the text, tap the link to start
backing up or restoring your accounts

Didn't get the text?

VS = EEL R B
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BEZxEVENM <«

123 space return

(-] &

@Once you click on the link, this window will open. Choose a 4-digit
passcode, and then verify that passcode by enteringitina
second time.
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Set Up Your Profile in COVaxg, system

Complete the following steps to set up the Salesforce account

@You will see a green message at the top of your screen
indicating that the passcode has been saved. Select the “Add
an Account” button to continue.

Let's Get Started

I Add an Account I

QOn your mobile within the Salesforce Authenticator app, you will see
a two-word phrase provided

@ Put your mobile phone down. Using the iPad, go back to the Safari
window from step 5. Enter the two-word phrase in the box.

v

Connect Salesforce Authenticator

>

ultimate dark -
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Set Up Your Profile in COVaxg, system

Complete the following steps to set up the Salesforce account

® The following message will appear “check our
mobile device”. Follow the prompt to go back to
your mobile device.

@ on your mobile device, open the Salesforce
Authenticator app.

(21) Open your mobile device authenticator app and
click “Connect”.

Check Your Mobile Device
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Set Up Your Profile in COVax.. system

Complete the following steps to set up the Salesforce account

e If the connection is successful, you will be eThe Salesforce Authenticator app will ask @Using the iPad/desktop, follow the prompts to create a
alerted that an account was added. Click you to approve the account. Click sustainable password. You must remember this password for
“Got It” to confirm. “Approve”. future logins.

Click “Change Password”. You will then be logged in.

Change Your Password

eten crapacosmman com metvanst Mate e

Account Added

You can now use Salesforce Authenticator to

authenticate activities associated with
Salesforce.

23 Note: You may have to repeat

| Approve | this step if you forget your

password, or if it is incorrectly
entered in the future.
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COVaxgy Landing Page

Once logged in, you will see this landing page.

Al w

Once logged in, the COVax,, home page will Ontario §
ON

Client Search ~ Clients v Shipment v Inventory v Dashboards v

appear as follows s2 Vaccine Managem...

For logging out, subsequent logins and
iPAD settings, please refer to the next

section

Copyright © 2020 Accenture. All rights reserved. 11



